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What is Critical Infrastructure

ÅUsed to describe assets/resources critical to 

the continued stability of a country (societal 

and economic):

ïelectricity generation, transmission and 

distribution;

ïgas production, transport and distribution;

ïoil and oil products production, transport and 

distribution;

ïtelecommunications;
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What is Critical Infrastructure

ïwater supply (drinking water, waste 

water/sewage, stemming of surface water 

(floods and other dispersal));

ïagriculture, food production and distribution;

ïheating (e.g. natural gas, fuel oil, district 

heating);

ïpublic health (hospitals, ambulances);
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What is Critical Infrastructure

ïtransportation systems (fuel supply, railway 

network, airports, harbours, inland shipping);

ïfinancial services (banking, insurance, 

investment, clearing);

ïsecurity services (police, military).
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CI interdependency

Source: Life-Cycle Infrastructure Risk Management, Heller (2002)
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THREATS TO CI
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Traditional threats

ÅTraditional threats are 

(usually) well 

understood with 

recognised 

countermeasures

ïWe understand physical 

threats (easy to 

visualise)

ïGenerally appreciate 

logical ones
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Threats

ÅCPNI (UK) classify three major threat sources:

ïCyber

ÅCovers hacktivism, large-scale /organised/serious crime

ïEspionage

ÅBoth intelligence based and industrial

ÅInsider misuse

ÅManipulation of individuals

ïTerrorism

ÅCould include WMD

ÅHome-grown and international

http://www.cpni.gov.uk/
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Adversaries

ÅBlack, white or grey hat

ÅScript kiddies

ÅHacktivists

ïUsually motivated by a cause

ÅState-sponsored

ïEasily accused, but attribution is more difficult

ÅEspionage (industrial/corporate)
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Adversaries

ÅCyber terrorists

ïParticularly dangerous as they are often 

politically, ideologically or religiously motivated

ïBeing caught is not a threat and may even be an 

aim (notoriety)

ïMay focus on mass impact and/or critical 

infrastructure

ÅHackers for hire

ïYou can rent services by the hour!
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BUT THREATS ARE EVOLVING
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The Internet of Things

ÅWebcams

ÅPVRs

ÅPrinters

ÅHome routers

ÅInternet connected cars?

ÅAll have/can be hackedé

ïAttack source can now be counted in 100K-Môs
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SO WHAT ABOUT TOYS?

????
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Tech toys from 40 years ago! 

ÅLogic 5 (1977) by 

Milton Bradley
Å A game that required the 

player to work out the 

correct number sequence, 

using sequences of 3, 4 or 

5 digits. After the player's 

guess, the game would 

report how many of the 

numbers were correct and 

how many were in the 

correct sequence.
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Mr Friend Cayla

ÅReleased February 2015

ÅEarly example of evolving IoT toys

ïaudio transmitted to app over 

Bluetooth and converted to text

ïlookup against table/Internet

ïanswers played back over Bluetooth

ÅBanned in Germany in 2017

ïconcealed espionage device violating 

the German Telecommunications Act
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FurbyConnect (2016)

Source: https://github.com/swarley7/furbhax/
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Drones

ÅIncreasingly popular

ÅInconsistently regulated

ÅEasily modified

ÅCapable of carrying 

loads

ÅBeen used for war-

droning and even 

dropping contraband in 

prisons!
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Hello Barbie

ÅReleased late 2015

ÅSignificant enhancement

ïPress belt button

ïAudio transmitted to ócloudô over WiFi

ïResponse is then played to child

ÅOnce configured, device is 

independent of parental control
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Whatôs inside Barbie?

ÅARM Cortex-M4F 

uProcessor with 

WiFi controller

ÅAudio codec

ïAtoD/DtoA

ÅFlashRAM


