How to Recover Your Account - Hotmail

Are you having trouble signing in? This usually happens because....

1. You’ve forgotten your password. That’s ok, happens to all of us.

2. Someone stole your password and is using your account to send spam. We block
compromised accounts to protect you and your contacts, and try to help you
recover your account.

The fastest way to get back control of your account is to change your password.
Afterwards, you’ll want to ensure the attacker hasn’t changed your account information

or they can steal it right back

Here are the steps you should take.

1. Can you still sign in? If you can, then go to Account.Live.com and change your

password.

2. Are you asked for your cell phone number after signing in? At sign in, we may
ask for a cell phone number in order to send a text message with a secret code for
you to enter. This helps prevent spammers from using your account.

3. If you can’t sign in, try resetting your password.

o If you setup a location and secret question on your account, you can enter
the answer to reset your password. Go here and select “Use my location
information and secret answer to verify my identity”

o If you setup an alternate email address on your account, you can send
yourself a password reset link. Go here and select "Send password reset
instructions to me in e-mail".

None of the above options worked. What do I do now?

If you can’t sign in or reset your password, go to the Windows Live Validation page,

and submit the requested information. This process takes time (up to 48-72 hours), so

only use this if the previous options do not work for you.

The validation process will ask for key information about your account which only you
would be able to provide. This allows us to verify that you are the legitimate owner of
the account. The criteria requirements are very strict to protect you, so please provide as
much detail as possible on every question. You may have to call some of your contacts

to get information such as email subject lines and contact email addresses. The more
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information you provide to us, the more likely it will be that our Support Agents can

validate your identity and help you recover your account.

https://windowslivehelp.com/PasswordReset.aspx
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Welcome to the Windows LivelD Account Recovery Help Page.
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Before proceeding, please be sure you have tried all the self help methods for resetting a password.
Secret Answer Try answering your secret question: go here

Vaur alternate e-mail address Try sending a passward reset o your altemate email here, If available select the "Send my reset information to me in
e-mail" option

If you need help with anything other than passwordl/account recovery please visit the Windows LivelD community forums

If the above options are not available or do not wark for any reason, then you may contact an agent by clicking the button below.

Fleass note the following:

Only click Comtinue for help in recovering your account after you have tried the Secret Answer or Alternate Ernail

our suppart agents will not be able to assist you with other requests. Clicking the button below for anything other #1an an account recovery password reset
issue will only delay support assistance

Continue
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Click on continue.
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To agsist you recovering your account, the following steps will occur:

=

we will ask you to supply a current email address that you currently can access and where we tan communicate with you directly.

n

we will ask you a series of questions abaut your account, We will use your answers and what we know about you o validate that you are the account owner

o

We will create a private forum for just you and our support agents where you can track the investigation, ask additional questions, supply additional
information and find the results of our investigation.

bl

We will create a temporary access link for you that you can se to access the private forum, This will be displayed on screen and sent o the contact email
address provided in'step 1. This account is temparary and will only remain accessible for 20 days. (Gee below for details)

I oroer tn S55I5t you 2 resetting your password wa sre going 1o reats & temporary Winglows Live Solution Centsr sccount, Using this sccount, we willrests &
private forum whare you can discuss the problam with an agent. Your answers o our validston questions will be stored in $is privets forum, Only you and our
sumport sgents wil be abie t view this discussin. Ybu can retun to the forum and check on the stsitus of Dur investigatin. The agent will Jesve 5 post in this forum
whers they complate their ivestgation,
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Fill in all the fields with the correct information.
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Contact Email Address
* - Required field

Please supply an email address where we can contact you now,
e will use this email address o send you a link you can use to access your private forum,
If we successfully validate that you are the account holder, we send you a password reset for your Windows Live 1D account to this secondary contact ermail.

If the Windows Live ID you are frying to get a password reset for uses a Microsoft email account (Le. @hotmail.com, @live.com, @msn.com), then you must provide
3 contact ermail that is different from you Windows Live 1D account's emall

However, if the Windows Live ID you are frying to get & password reset for uses a non-Microsoft ermail account, and you can still receive email 1o that account, you
may use that same email account as your contact email for the password reset.

1f you da ot have a secondary email address, we invite you o creats a new Windows Live Hatmail account by clicking here,

* Contact Email Address
(Flease supply an email address where we can contact you now.)
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Dane [&ls)

SLCERT



Account Password Recovery - Mozilla Firefox

=lalx|

Fle Edit Wew Higtory Bookmarks Teck  Help

Google

el aspx 9 -

6 C X w

] Most visited | | Eeellser Forum fList .. | | Quickinstallation - op... & Openvz wiki || Download Paralels vir.. | | Cloud Securiey Alianc... & Tndex of ftemplatefpr... (A5 WHOIS Searchfor Do.. £ het-Tools Web Interf

J £ Account Password Recovery -

Horne Sign in
By
. j ‘WDG your question here _| BINg”™ a1 Frooucts -
Windows Live Solution Center
Account Password Recovery

Py

Contact Email Address 2 windows Live ID Account k4

Windows Live ID Account
* - Required field
Please supply the name of the account you trying to recover and lag on to,

* Windows Live ID Account
(Please supply the name of the account you trying to recover and log on o,

Back | Continue
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A temporary account would be created to assist you in the recovery process and submit
your information to the hotmail team.
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Validation Questions
* - Required field
From what you've told us so far:

vou'd like us to send the termporary account access link to kanishka@slcert.gov k.

‘ou are loaking for help recovering the password for abusereportsicert@hotmail.com.

If these are not correct, please update either the Contact Email Address or the Windows Live 1D Account before proceeding.

If these are correct, continus o the questions bsiow.

In answering these guestions, please provide as much detail as possible on every question. The more information you provide to us, the more likely it will be that our
Support Agents can validate your identity. We will not provide you any verification to what answers you have gotter correct or what answers you provided that were
incorrect. This is for everyore's security and privacy. We appreciate your understanding in this very sensitive matter

The following information is used only for account identification purposes. Use the same information you provided when you registered or last updated your account
10 agsist Us in our validation process,

* Full Name

* Date nf hirth:

Done
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* Date of birth:
* Country:

State:
(if applicable)

* 2IP or Postal Code:
* The secret answer to your question:

* Your alternate e-mail address:

(This is the alternate email address you stored with your account information and is not necessarily your contact smail.)

* Your IP address:
(List the IP addresses from each computer that you use to access your account. To determine your IP address, visit htfpy/Awwyr, whatismyip.com, The numbers that
appear at the top of this Web page is your IP address)

* Your Internet service provider:
Please complets

* The last date and time that you successfully signed in:

Done
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* The last date and time that you successfully signed in:

For Windows Live Hotmail customers
The names of any folders that you created in addition to the default folders:
Names of contacts in your Hotmail address book:
Subjects of any old mail that is in your Hotmail Inbox or mail folders:

For Wil Live s

Names of contacts on your vMessenger contact list:
Your Messenger nickname (display name):

customers who have paid services (Hotmail Plus, Office Live, or Xbox Live customers)

Xbox or 2une prepaid card number:
(The prepaid card infarmation must match the Live 1D that you used o sign up.)

its of the credit card used for services:

Expiration of the credit card used for services:
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YOuF Messenger nickname (display name J:

Customers who have paid services (Hotmail Plus, Office Live, or Xbox Live customers)

®box or Zune prepaid card number:
(The prepaid card information must match the Live 1D that you used to sign up.)

Last 4 digits of the credit card used for services:
Expiration of the credit card used for services:
Name as it appears on the credit card used for services:

Any additional info that might be useful in validating the ownership of the account

By submitting this information, you acknowledge it will be handled in accordance with the terms of the Privacy Staternent.

Back Caontinue
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Done [als)

Ensure that the correct information is provided and once you enter the temporary forum
additional details could be provided to them (example headers of mails sent by you to
your friends, list of folders on your mail account etc) to claim that you are the correct
owner of the compromised account.
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